
 State Service of Special Communications and 
Information Protection of Ukraine



State Service of Special Communications 
and Information Protect of Ukraine 

We ensure 24/7 Ukraine’s 
officials with securely 
communications



The SSSCIP provides special 
communications to the senior 
officials, including the President 
of Ukraine. The department also 
provides communications 
between Ukraine and our 
diplomatic consulates, 
embassies



The office and our divisions 
deliver secret correspondence, 
special equipment, equipment 
for Ukrainian senior officials, 
including diplomatic mail 
around the world



Government Cyber 
Security Center



The Service operates 
the State Cyber 
Defense Center, which 
is responsible for 
protecting state 
information resources, 
registries and websites 
from cyber incidents. 



The center provides 
cyber defense services 
to ministries, 
government 
organizations, 
businesses, and the 
security and defense 
forces of Ukraine


Provision of television and radio broadcasting



The Radio Broadcasting, Radio Communications and Television Concern, which is part of 
the service's management, broadcasts the Ukrainian signal throughout Ukraine. It has an 
infrastructure of more than 500 high-rise towers and ensures the functioning of the 
warning system


State regulation of cloud services, 
cryptography, countering of technical and 
signal intelligence



The Service, as a Ukrainian government agency, 
ensures the implementation of state policy on the 
regulation of cloud services, information security, 
special communication systems, and countering 
technical intelligence. A total of 17 public policy areas 
of Ukraine


100+  government functions

11 000  personnel



Aditional

AREAS OF RESPONSIBILITY OF SSSCIP



The SSSCIP is subordinated to and under the control of the President of Ukraine, directed 
and coordinated by the Cabinet of Ministers (Government) of Ukraine, and accountable to 

the Verkhovna Rada of Ukraine (Parliament)

Administration 
of the SSSCIP

GOVERNMENTAL ORGANISATION

 Verkhovna Rada of Ukraine

Minister of the 
Cabinet of Ministers

Parliament’s Committee of 
National Security, Defence and 
Intelligence

Coordinated of SSSCIP

Subordinated & Controlled

Accountable

Cabinet of Ministers 
of Ukraine

National Security 
and Defence Council

President of Ukraine



NATIONAL CYBERSECURITY SYSTEM



PROTECTION FROM CYBERATTACKS



SECURITY CO-OPERATION AGREEMENTS


ALREADY SIGNED WITH

� United Kingdo�
� German�
� Franc�
� Denmar�
� Canad�
� Ital�
� Netherland�
� Finlan�
� Latvi�
� Spai�
� Portuga�
� Swede�
� Luxembour�
� Belgium

� Sloveni�
� Icelan�
� Norwa�
� United States of Americ�
� Japa�
� Estoni�
� Lithuani�
� Polan�
� Romani�
� Czech Republi�
� Irelan�
� Greec�
� Republic of Albani�
� European Union



Projects

Business

EU & International organisations States

Government organisations

International activities of the SSSCIP




services of the State 

Cyber PROTECTION Centre


Responding to cyber incidents 
and reporting cyber threats

Assessment of the security 
status

Education, training and 
awareness raising

User protection

Monitoring / 
detection of threats

DDoS protection

Preserving 
information resources

Secure Internet access

MSSP



Potential of partnership 

in the field of cybersecurity

Regional cybersecurity centers Services if the National Backup Center
The National Center for the Backup of State Information 
Resources provides backup, storage and disaster recovery 
services, hosting, colocation services, and cyber security 
for national information systems.

Training & Qualification Center
The first institution in Ukraine that provides professional 
certification of IT and cybersecurity specialists, evaluates 
and recognizes learning outcomes, including those 
obtained through non-formal or informal education, as 
well as assigns and confirms professional qualifications.

CISO Community
SSSCIP creates a community of chief information security 
officers (CISOs) to share experiences, best practices and 
jointly address current cybersecurity challenges

Regional cybersecurity centers are part of the reform of 
the SSSCIP, which strengthens protection in the regions 
and allows for a faster response to cyber threats. They 
coordinate actions between the state, business and law 
enforcement and help to increase cyber resilience on the 
ground.



Potential of partnership 

in the IT&COMMUNICATION INFRASTRUCTURE

National Data Backup Center: 
Extension of capacity

The necessity to expand the capacity 
of the National Data Backup Center 

Long-term investment with high 
demand

Reputational benefit: companies 
can position themselves as 
technologically-oriented 
cybersecurity companies

Reliability in crisis situations and 
government support

Create the register of high-
mast structures

Developing of the registry software 
base with 3D models of registry objects

A unique basis for the 
development of modern 
communications and television

Ability to install advanced 
equipment technologies

5G+ network deployment

Construction of a solar power 
plant to power data centers

Construction of a 400Mwp solar power 
plant to independence supply data 
centers, communication facilities with 
uninterrupted electricity

Potential to create and power a 
data center with monitoring 
centers for information 
processing and business 
colocation

Supporting and developing 
Ukraine's energy efficient 
infrastructure



Potential of partnership 

in the IT&COMMUNICATION INFRASTRUCTURE

Data Hub: Processing & 
Monitoring center

Attracting investment to create a data 
center in Zakarpattia with the ability to 
provide confidential communication 
services for business

Data storage for government and 
business

Providing data center services for 
data storage

Restoration of war-damaged television, radio 
and communications infrastructure

₴410  mln
Priority restoration of facilities in the 
government-controlled areas

400+
of high-rise antenna 
and mast structures in 
the BRT Concern as a 
whole

50+
BRT Concern facilities 
occupied and seized 
by Russians

30+
facilities of the BRT 
Concern were partially 
or completely 
destroyed



cip.gov.ua


